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Title: UNIFIED SERIALIZATION ARCHITECTURE 

Technical Field 

The present invention relates generally to serialization and deserialization of 
objects and more particularly, to a serialization architecture and method that provides 
developers or users with control over the serialization and deserialization process. 

Background of the Invention 

Serialization is a mechanism for taking a data structure (e.g., a graph of objects, a 
call stack) and converting it to a stream of data in a particular external format. At 
deserialization, the stream of data is converted back into the data structure with the same 
topology of the original data structure. Serialization facilitates inter-process 
communication such as transmissions between address spaces, or persistence such as 
storage on a non-volatile media. For example, an executable program can be serialized at 
a server end and transferred over to an application running on a client end for executing 
the executable program at the client. Additionally, an object can be serialized and stored 
in contiguous memory to save space. Inter-process communications and object 
persistence are fundamental techniques used in many software applications. The main 
use of a serialization stream is for saving a graph of objects externally in a file or 
transferring the serialization data by remoting between computer process or processors. 

A serialization stream externalizes the internal description of a graph of objects. 
The external description will vary depending on its uses. HTML and XML formats 
provide easy to read formats, which are widely used in interoperation between different 
systems. Binary formats are used for the efficient transfer of data. Typically, the formats 
that are used are selected for standards or computation reasons. Conventional distributed 
object systems may have built-in support for the operations involved in serialization and 
deserialization of data structures. Serialization is a standard part of many object 
frameworks. However, the format in which the serialization stream has been externalized 
is fixed according to the framework being utilized. Furthermore, conventional formats 
are not selectable, customizable or pluggable. 
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Serialization is typically performed by a formatter. Serialization involves writing 
the state information of parameters and/or objects to a stream that may be read by a 
formatter on a server, so that the parameters and/or objects can be recreated on the server 
side. Similarly, serialization involves writing the state information of return parameters 
5 and/or objects to a stream that may be read by a formatter on the client, so that the return 

parameters and/or objects can be recreated back on the client side. Formatters also 
typically perform the inverse operation of deserialization. The formatters dictate the 
format in which the parameters and/or objects and their associated state are written to the 
stream. For example, a first formatter may employ a binary format while a second 

1 0 formatter may employ an XML format to represent the types of the parameters and/or 
objects and their associated state. Conventionally, formatters are not selectable, 
pluggable or customizable and thus conventional systems suffer from problems 
associated with inflexibility {e.g., inability to interact with new externalized formats). 
Conventional distributed object systems may have built-in support for the 

1 5 operations involved in parameter marshalling, which is the packaging of the parameters 

(call and return) of method calls made on remote objects. Typically, such built-in 
parameter marshalling is not customizable. In distributed object systems, a user 
application typically has a local representative or proxy to a remote object, where the 
remote object is often referred to as the server and/or server object. The distributed 

20 object system infrastructure typically intercepts method calls made on the proxy, and, in 

collaboration with infrastructure code delivers the call and parameters associated with the 
call from the proxy to the server. Similarly, results of the invocation of the call on the 
server are propagated by the infrastructure from the server back to the proxy, so that to 
the user it appears that the call executed locally. Thus, processing involved in remoting a 

25 call made on a proxy includes serializing parameters (which may reference objects 

holding state on the client) associated with the method call. 

Conventional serialization and deserialization architectures do not provide for 
remoting that is pluggable, customizable or selectable. Custom routines are employed to 
provide remoting between a server and a client. A developer or user must conform to 

30 these customized routines to allow for remoting of their respective applications. 

Additionally, conventional serialization and deserialization architectures do not provide 
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mechanisms for dealing with special circumstances, such as a one instance per process 
situation. Again, custom routines must be adhered to serialize and deserialize graphs of 
object containing such object types. 

Thus, there remains an unmet need for a system and method that mitigates 
inflexibility problems associated with conventional serialization and deserialization 
architectures. 

Summary of the Invention 

The following presents a simplified summary of the invention in order to provide 
a basic understanding of some aspects of the invention. This summary is not an extensive 
overview of the invention. It is not intended to identify key/critical elements of the 
invention or to delineate the scope of the invention. Its sole purpose is to present some 
concepts of the invention in a simplified form as a prelude to the more detailed 
description that is presented later. 

The present invention relates to an architecture that facilitates serialization of a 
graph of objects into streams of data in an arbitrary format, and deserialization of the 
streams of data back into the graph of objects. The architecture provides a number of 
services associated with the basic functionality of serialization and deserialization. The 
services can be employed to implement transparent remoting, copy items to a clipboard 
and save data to a file. The present invention provides facilities which support the 
plugging in of a new serialization encoding by separating the encoding from the reading 
and reinstantiation of the graph of objects which the encoding describes. Objects in a 
graph of objects are serialized and deserialized based on a selected rule set for that object 
type. A rule set can be user definable and can be provided by a class author within a 
class or within a third party file referred to as a surrogate. 

A surrogate is an object that specifies what information is serialized for an object 
of a particular type. A surrogate can be assigned to one or more objects in a graph and 
different surrogates can be assigned to different objects within a graph. The formatter 
determines if objects support a user-defined rule set and employs that user-defined rule 
set during serialization and deserialization of the object. The user-defined rule set can be 
defined in the object or in a third party object. If the object does not employ a user- 
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defined rule set, the formatter provides a default rule set for serialization as long as 
serialization markings are provided within the object. The present invention provides 
facilities which support the plugging in or functionality of formatters in any given wire 
format (e.g., binary, XML, HTML) for transferring across a connection or between 
5 processes. 

An object manager is used during deserialization of the graph of objects. The 
object manager stores information regarding objects within the stream during receipt of a 
stream. The serialization architecture then provides an uninstantiated instance of a given 
object type that can be populated with object data by the formatter and the object 

0 manager. Working together, the formatter and object manager maintain the invariants 
dictated by each object's rule set. Once the object is deserialized, the object can be 
populated with data from forward referenced objects, which is referred to as fixups. 

A surrogate can employ a remote interface component (e.g., marshalbyref, 
objectref), so that an object reference can be provided instead of the actual object for 

5 serialization. The object reference contains information about the actual object. The 

object reference can then be serialized. A class author can also define a type as being an 
object reference within the class and provide an object reference class for serializing 
instead of the actual object. The object reference can be employed in the case of 
remoting and the special circumstance where only one class per instance is allowed. 

0 During deserialization, an object manager will store a proxy reference to the actual object 
until the object manager is ready for the actual object. Once the invariants required by 
that proxy's rule set have been fulfilled, the object manager will request the actual object. 
The proxy is responsible for populating the actual object. 

To the accomplishment of the foregoing and related ends, certain illustrative 

5 aspects of the invention are described herein in connection with the following description 

and the annexed drawings. These aspects are indicative, however, of but a few of the 
various ways in which the principles of the invention may be employed and the present 
invention is intended to include all such aspects and their equivalents. Other advantages 
and novel features of the invention may become apparent from the following detailed 

) description of the invention when considered in conjunction with the drawings. 
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Brief Description of the Drawings 

Fig. 1 is a schematic block diagram illustrating a system that facilitates 
serialization of a graph of objects into a serialization stream employing a serialization 
architecture in accordance with one aspect of the present invention. 

Fig. 2 is a schematic block diagram illustrating a system that facilitates 
serialization of a graph of objects into a serialization stream employing a plurality of 
services in accordance with one aspect of the present invention. 

Fig. 3 is a schematic block diagram illustrating a system that facilitates 
deserialization of a serialization stream into a graph of objects employing a plurality of 
services in accordance with one aspect of the present invention. 

Fig. 4 is a schematic block diagram illustrating a system that facilitates 
serialization of a graph of objects into a serialization stream employing a serialization 
architecture with a plurality of components in accordance with another aspect of the 
present invention. 

Fig. 5 is a schematic block diagram illustrating a system that facilitates 
deserialization of a graph of objects from a serialization stream employing a 
deserialization architecture with a plurality of components in accordance with another 
aspect of the present invention. 

Fig. 6 illustrates a flow diagram of a methodology of serialization of a graph of 
objects into a serialization stream in accordance with one aspect of the present invention. 

Fig. 7 illustrates a flow diagram of a methodology of serialization of a graph of 
objects into a serialization stream in accordance with another aspect of the present 
invention. 

Fig. 8 illustrates a flow diagram of a methodology of determining a serialization 
rule for an object in accordance with another aspect of the present invention. 

Fig. 9 illustrates a flow diagram of a methodology of deserialization of a serial 
stream into a graph of objects in accordance with one aspect of the present invention. 

Fig. 10 illustrates a schematic block diagram of an exemplary operating 
environment for a system configured in accordance with the present invention. 

Fig. 1 1 is a schematic block diagram of an exemplary communication 
environment configured in accordance with the present invention. 
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Detailed Description of the Invention 

The present invention is now described with reference to the drawings. In the 
following description, for purposes of explanation, numerous specific details are set forth 
5 in order to provide a thorough understanding of the present invention. It may be evident, 

however, that the present invention may be practiced without these specific details. In 
other instances, well-known structures and devices are shown in block diagram form in 
order to facilitate describing the present invention. 

As used in this application, the term "component" is intended to refer to a 

10 computer-related entity, either hardware, a combination of hardware and software, 

software, or software in execution. For example, a component may be, but is not limited 
to being, a process running on a processor, a processor, an object, an executable, a thread 
of execution, a program, and a computer. By way of illustration, both an application 
running on a server and the server can be a component. 

15 In conventional systems for serializing and deserializing a graph of objects, the 

type of object, assignment of object IDs, the way a serialization stream is populated and 
the externalized format of the serialization stream is dictated by the formatter during the 
serialization process. Additionally, remoting and other special circumstances are 
customized services provided by a distributed object system and developers have 

20 minimal control over the remoting process, the serialization process {e.g., what gets 

serialized) or the encoding of the serialized stream. Additionally, conventional 
formatters handle the tracking of objects within the serialization stream, registering 
objects, handling forward and backward references and the reinstantiation of objects 
during the deserialization process. The present invention provides a system and method 

25 for facilitating employment of pluggable formatters {i.e., formatters with different 

externalized formats) by providing a variety of functions or services outside the formatter 
for handling various serialization and deserialization functions associated with 
conventional formatters. The system and method also provides a plurality of services for 
maintaining invariants associated with forward references, remoting and one instance per 

30 process requirements. 
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A plurality of services are provided that separate serialization/deserialization of a 
graph of objects from the encoding/decoding of the externalized format of the 
serialization stream. The serialization/deserialization information is the information 
about the object provided in the serialization stream or population information and the 
5 externalized format refers to the encoding and decoding of the serialization stream in a 

particular format. Although the present examples will be illustrated with respect to the 
serialization and deserialization of a graph of objects, it is to be appreciated that the 
present invention is applicable to serialization and deserialization of a number of different 
data structures (e.g., a call stack). 

10 Fig. 1 illustrates a system 10 for serialization and deserialization of a graph of 

objects. The system 10 includes a serialization architecture 12 having a serialization and 
deserialization portion 14 and a utility and contract portion 16. The serialization portion 
and deserialization portion 14 provides the functionality associated with providing a 
pluggable formatter 20 with serialization and deserialization information for a given 

1 5 object type. A class author can define what data is serialized for the class by 

implementing a particular rule set associated with the serialization and deserialization 
portion 14. For example, a class author can place markings and/or employ methods in 
the class to allow the serialization and deserialization portion 14 to provide the pluggable 
formatter with certain serialization information from the object or restrict certain 

20 serialization information based on a given object type. 

Alternatively, a third party object or file (e.g., a surrogate) will determine what 
serialization information that will be provided for a given object type to the pluggable 
formatter 20. The third party object or file can provide the pluggable formatter 20 with 
serialization information about an object type. A surrogate is an object that specifies 

25 what information is serialized for an object of a particular type. An object or third party 

object can also provide serialization information about an object reference to be serialized 
containing information about the object type, as opposed to serializing an instance of the 
object itself. The object reference can be employed in remoting situations when a proxy 
is to be provided to a client or when an object type is restricted to one instance per 

30 process, such that only one copy of the object type can be at any one location at a time. 
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The utility and contract portion 16 can provide the service of assigning unique 
IDs to each object in the graph of objects 1 8 prior to being serialized. After the 
serialization architecture 12 determines how the serial stream 22 is going to be populated 
with a given object's information, the object information is then pushed to a data 
5 structure. This is then repeated for each object in the graph 1 8, until object information 

for all of the objects have been written to the data structure. The data structure is then 
transmitted to the pluggable formatter 20. Alternatively, the objects can be serialized as 
they are retrieved (e.g., on the fly), such that the objects can be pushed to the pluggable 
formatter 20 and serialized one at a time. This is then repeated for each object until the 

1 0 entire graph 1 8 has been serialized. 

The serialization and deserialization portion 14 then provides the pluggable 
formatter 20 with the serialization information. The pluggable formatter 20 converts the 
serialization information into a serial stream 22 in a particular externalized format 
defined by the pluggable formatter 20. For example, the pluggable formatter can write 

15 the serial stream 22 in XML, HTML, binary or a variety of other externalized formats. A 

variety of different formatters can be employed on the system 10, so that a developer can 
select between different externalized formats in which to serialize the object graph 1 8 
into the serialized stream 22. 

During deserialization, the pluggable formatter 20 decodes the serial stream 22 

20 and the serialization and deserialization portion 14 works in conjunction with the utility 

and contract portion 16 to deserialize the serialized stream into a graph of objects. The 
main function of the utility and contract portion 16 is to maintain the invariants during 
the deserialization process. The pluggable formatter 20 receives the serial stream 22 in 
an encoded/serialized format in which the pluggable formatter 20 is designed to convert 

25 into object form (e.g., decode). The utility and contract portion 16 works in conjunction 

with the pluggable formatter 20 to repopulate the object graph 1 8. The pluggable 
formatter 20 is responsible for enforcing some of the type safety provisions and 
requesting an object of a particular type from the utility and contract portion 16. The 
utility and contract portion 16 instantiates an unitialized instance of a given object type 

30 for populating with object data for each object being deserialized. The utility and 
contract portion 16 determines the type to be instantiated. The utility and contract 
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portion 16 then tracks objects and provided fixups due to forward object references. In 
the case of remoting, the utility and contract portion is responsible for swapping objects 
{e.g., marshal/proxy) and getting the real object (e.g., objectreference/realobject). 

In some circumstances, serialization is employed in remoting of objects and 
5 transmission of an object containing information about that object {e.g., restrictions of 

one instance per class) instead of the object itself. The present invention addresses these 
situations by providing functionality that provides serialization information about a 
remote or reference object to the pluggable formatter, so that the pluggable formatter 
serializes this information instead of the serialization information about the object itself 
10 without needing the additional functionality required to address these special 

circumstances. Conventional formatters require this functionality to be embedded in the 
formatter itself, and thus do not allow for formatters that are selectable, pluggable or 
customizable. 

Fig. 2 illustrates components of a system 30 for serialization of a graph of objects 

15 into a serial stream in accordance with certain aspects of the present invention. The 

system 30 includes a formatter 44 having a serialization decision loop 46 and a pluggable 
formatter portion 48. The serialization decision loop 46 is responsible for retrieving 
objects within an object graph 40. The serialization decision loop 46 determines if an 
object referenced within the object graph has been previously retrieved, and assigns 

20 objects an object ID via an object ID generator 38 if that object has not been previously 
retrieved. The serialization decision loop 46 or the object ID generator 38 maintains an 
object list for tracking previously retrieved objects or object instances. Once it is 
determined if the object was or was not previously retrieved and the object ID is assigned 
to that object, the serialization decision loop 46 invokes a serialization selector 36. 

25 The serialization selector 36 can be part of the formatter 44 or part of the 

serialization architecture. The serialization selector 36 matches a rule set 32 out of a 
plurality of rule sets 34 to a particular object type or informs the formatter 44 where to 
find a rule set for the particular object type. The object can contain information that 
associates that object with a rule set and invokes methods of the rule set, for example, by 

30 implementing an interface or through inheritance using a base class. In this way, the 
object can employ methods associated with a rule set and define a customized rule set 
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within the object for determining the serialization information that will be provided to the 
formatter 44 for a given object type. Alternatively, the serialization selector 36 can 
identify customized rule sets in other objects for a given object type, so that a user can 
define serialization information for a given type within a third party object. For example, 
5 the customized rule set can reside in a third party object defining the serialization 

information that will be provided for a given object type and this rule set is used to 
determine that serialization information that will be provided from an object of that type. 
Alternatively, a customized rule set can be provided to define serialization information 
about a reference object type for a given object type which contain information about the 

10 serialized object but not the object data itself. This can apply to value types that are stack 

allocated as well. The customized rule set for implementing an object type reference can 
be defined in the object or in a third party object. 

Some objects have information that needs to be secured or cannot be serialized in 
a standard fashion. Therefore, one of the rule sets 32 can be provided to define how the 

1 5 object would be serialized or define how the object serialization information within the 

portion of the serialized stream containing the object information would get populated 
with object data and what object data would the serialization stream receive. The rule set 
can reside within the object or within another object based on a given object type. 
Serialization information is essentially a series of name value pairs representing fields of 

20 the objects with additional information contained in metadata such as object type and 

data type. One of the rule sets 32 can dictate if serialization information is to be provided 
about another object type in place of that object for a given object type or restrict the 
information that will be provided for that object for a given object type. 

The rule set 32 can be contained in one or more other objects developed by a user 

25 or developer so that the user can define how they want objects of a particular class type to 

be populated to a data structure 50 outside the actual object. Additionally, the rule set 32 
can provide serialization information about a replacement object containing information 
about the object type to be serialized, such as a remote or proxy object or a reference 
object containing information about the real object. The serialization information about 

30 the replacement object can be contained within the object or within a third party object. 

Alternatively, the rule set can be defined in the object that is being serialized (e.g., by 
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employing methods of an implemented interface or an inherited serializable class), so that 
developers can define how they want the stream populated with data defined in the object 
itself A default serialization can be provided if an object is serializable (e.g., marked 
with serializable attributes or marked with non-serializable attributes), but no particular 
5 rule set is provided in another object or the object itself. The default serialization can be 
defined in a rule set 32 or embedded into the formatter 44. 

For example, the graph of objects 40 contains five objects. Object A includes 
general markings within the objects that indicate that the object is serializable. The 
object A is assigned an ID and the serialization selector 36 selects a default rule set that 

1 0 determines that the object A will be retrieved and serialized in a standard format as seen 
in modified graph 42. The data of object A will then be pushed to the data structure 50. 
Object B implements methods from a rule set that allows a user to restrict serialization of 
B such that portions of object B will not be serialized. The object B is assigned an ID 
and the serialization selector 36 employs the methods of a serialization rule set. Object B 

1 5 will be retrieved and serialized in a modified format B r as seen in modified graph 42. 

Object C and object D are special cases where the rule set determines that 
serialization information from another object will be serialized in place of object C and 
object D. Object C is an object that is restricted to one instance per process. In this 
circumstance, a user can define a rule set that provides an object or object reference type 

20 F that contains information about object C, that is needed for deserialization of F an 

ultimately retrieval of object C. Object D is a marshall object for providing a remoting 
interface to a client. In this circumstance, a rule set can be defined that provides a 
marshal reference G that contains information about object D and E, that is needed for 
creating a proxy reference at a client end. 

25 After it is determined how the serialization information of the modified graph 42 

is going to be populated with object information, the object information is then pushed to 
the data structure 50. This is repeated for each object in the modified graph 42, until 
object information for all of the objects have been written to the data structure 50. The 
data structure 50 is then transmitted to the pluggable formatter portion 48 of the formatter 

30 44. The pluggable formatter portion 48 serializes the graph of objects in a preselected 
externalized format. Alternatively, the objects can be serialized as they are retrieved 
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(e.g., on the fly), such that serialization information for each object is pushed to the data 
structure 50 one at a time and then serialized by the pluggable formatter 44 in a 
preselected externalized format. This is then repeated for each object until the entire 
graph 42 has been serialized. 
5 Fig. 3 illustrates a system 60 for deserialization of a serial stream into a graph of 

objects in accordance with certain aspects of the present invention. The system 60 
includes a formatter 80 having a deserialization decision loop 82 and a pluggable 
formatter portion 84. The deserialization decision loop 82 is responsible for retrieving 
objects within a serial stream 68. The deserialization decision loop 82 invokes a 

10 serialization selector 66. The serialization selector 66 can be part of the formatter 80 or 

part of a serialization architecture. The serialization selector 66 matches a rule set 64 out 
of a plurality of rule sets 62 to a particular object type or informs the formatter 80 where 
to find a rule set for the particular object type. The rule set 64 provides information on 
how an object was serialized so that the object can be deserialized by the formatter 80. 

15 The object can contain information that associates that object with a rule set and 

invokes methods of the rule set, for example, by implementation of an interface. In this 
way, the object can employ methods associated with a rule set and define a customized 
rule set within the object for determining the deserialization information that will be 
provided to the formatter 80. Alternatively, the object can identify a customized rule set 

20 for obtaining serialization information from another object, so that the user can define 

deserialization information that informs a set of deserialization services 70 that the object 
being received is a reference object which contain information about the object but not 
the object data itself. The serialization selector can also determine that a third party 
object defines the serialization information that is provided for an object of a given type. 

25 The set of deserialization services 70 contain an object type service 72 which 

determines what object type to be provided for deserialization of the object read off the 
serial stream. The object type service 72 then creates an uninitialized instance or object 
shell of that type, a similar type or another type of which no constructor has been called 
for deserialization of the object. The constructor itself can reside in the object or 

30 serialized data and can be invoked once the object is deserialized in certain 

circumstances. An object tracking service 76 is provided for tracking objects during the 
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deserialization process. Each object registers with the object tracking service 76 as it is 
deserialized. The object tracking service 76 looks at the object and determines references 
to other objects within the object (e.g., forward references, backward references). If the 
referenced object is not available (e.g., down the serialization stream), the formatter 80 
5 commands the object tracking service 76 to record a fixup for that object. The object 

tracking service 76 then records a fixup for that object. The object tracking service 76 
also guarantees that the deserialization information is complete before an object can be 
called. Once the deserialization of one or all objects is complete, a fixup service 74 is 
performed to fill in objects with data associated with the forward references to complete 

1 0 reinstantiation of the object or the graph 86. 

The deserialization services 70 also include an object swapping service 78 
responsible for remoting and the special circumstance of one instance per process. For 
remoting, the object swapping service 78 provides a proxy to a marshal reference when 
an object reference to the marshal references is received. For the one instance per 

1 5 process situation, the object swapping service 78 stores the object reference, until the 

graph is ready for the real object. The object swapping service 78 then retrieves the real 
object and swaps it out with the object reference, which is then discarded. In some 
situations, the proxy reference cannot perform the functions requested and needs to call 
the actual object. Again the object swapping service 78 requests the real object and the 

20 proxy is responsible for populating the real object with object data. 

Fig. 3 also illustrates an example of the system 60 during deserialization of the 
graph 42 of Fig. 2. Object A includes general markings within the objects that indicate 
that the object is serialized in accordance with a default rule set. The object type service 
72 instantiates an object of type A and object A is deserialized into type A as illustrated 

25 in graph 86 and graph 88. Object B implements methods from a rule set that allows a 

user to define serialization and deserialization of B such that portions of object B will not 
be serialized. The object type service 72 instantiates an object of type B and B 1 is 
deserialized into type B as illustrated in graph 86 and graph 88. Object F is an object 
reference and the object tracking service 76 holds the object reference until the fixup 

30 service 74 is ready to provide fixups. The object swapping service 78 then retrieves the 

actual object C and inserts it into the graph 88. Object C is an object that is restricted to 
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one instance per process. Object G is a marshal reference. The object swapping service 
78 creates a proxy H for communicating with the marshal object D through the marshal 
reference G (Fig. 2). The object swapping service 78 then assists the proxy H in 
retrieving the marshal object D and reference object E if necessary as illustrated in graph 
5 88. 

The services described in Figs. 2-3 can be provided in a serialization architecture. 
Fig. 4 illustrates a system 100 employing such a serialization architecture 102 for 
serializing a graph of objects 130 into a serial stream 138. The serialization architecture 
1 02 is comprised of a plurality of components that could be interfaces, classes, methods, 
10 services or functions that are called, inherited or invoked by a formatter 1 32. It is to be 
appreciated that one or more of the components can be integrated into a single interface, 
class, method, service or function and the functionality of one or more components can 
Q be implemented into several components as long as the functionality is maintained in 

5 accordance with the present invention. In the present example, the serialization 

^ 1 5 architecture 1 02 includes a plurality of interfaces 1 1 1 that can be implemented into 

jj classes by class authors to allow the class author to control how an object type is 

serialized and deserialized. The serialization architecture also includes a plurality of 
□ services 1 19 employed by the formatter 132 in the serialization process. The serialization 

y architecture 102 also includes a plurality of surrogates 104. A surrogate is an external 

2 20 object which specifies what information is serialized for an object of a particular type. A 

6 surrogate allows a class author to define serialization rules for object types in a third 
party object. 

A formatter interface component 1 15 is implemented by any class that wishes to 
hold itself out as a formatter. The formatter interface component 115 provides base 

25 functionality for runtime serialization formatters. The formatter interface component 1 1 5 
provides the methods to carry out the serialization process. By default, the serialization 
process records an object's state by gathering the values of all of its fields (e.g., public 
and private). These fields are saved to the stream along with information (e.g., metadata) 
about the object for its type. 

30 The serialization architecture 102 allows developers to select how they would like 

their objects serialized. For example, a surrogate selector component 122 determines if a 
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class author has specified a surrogate for objects of that type. A class author can define a 
class as a surrogate by implementing a serialization surrogate interface 1 1 8 into the class. 
The surrogate selector component 122 determines which surrogate, if any, to be used for 
a particular type. The surrogate selector 122 can be set as a property on the formatter. 
5 The surrogate selector component 122 controls the selection of the surrogate 110 from a 

plurality of surrogates 104. Before a given object is serialized, the formatter 132 queries 
the surrogate selector 122 to see if it wishes to handle objects of that type. If so, the 
surrogate selector 122 returns an instance of a surrogate 1 10 that provides serialization 
information during the serialization or deserialization process. The surrogate selector 122 
10 can be chained. The surrogate 1 10 defines the serialization information for the object 

instead of the serialization information being defined in the object itself. A surrogate 110 

^ allows a developer to specify an object that knows how to handle the serialization of a 

0 particular object type. 

5 Objects that wish to control their own serialization can do so by implementing a 
fjf 15 serializable interface 1 16 in the class. The serialization interface 1 16 provides methods 
sj for allowing a class author to specify how the object is to be serialized within the object. 

If a class author wants the object to be serializable, the class author can mark that object 
3 as being serializable or provide serializable attributes in the object. The class author can 

fj also marks portions of the objects with non-serializable attributes so that these portions 

^ 20 do not get serialized. The formatter 132 will then call a formatter services component 

6 124, which will employ a default serialization for the object. The serializable interface 
116 allows the class author to specify the data transmitted on the stream and control how 
the object is reinstantiated based on that data. For example, the serializable interface 1 16 
can be an interface that specifies only one method (e.g., GetObjectData) but also implies 

25 the existence of a constructor with a certain signature. The method is called by the 

formatter 132, the formatter services 124 or the formatter interface 115 during 
serialization. 

At that point, the object is responsible for adding the set of information required 
to specify its state to the serialization information as a set of name- value pairs. The user 
30 is also responsible for providing the object type as an additional form of metadata. 

Serialization information is a set of name-value pairs (e.g., a set of tuples of name, type, 
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value) that contains the information necessary to serialize or deserialize an object. At 
serialization time, the object is responsible for inserting its values into the information. 
At deserialization time, it can read out the same name-value pairs. Any objects added to 
the serialization information are automatically tracked by the formatter 132 for later 
5 deserialization. If any object in the graph 130 is not serializable, the formatter interface 

124 will fail serialization. 

The formatter 132 includes a serialization decision loop 134 and a pluggable 
formatter portion 136. The serialization decision loop 134 is responsible for retrieving 
objects within the object graph 130 and pushing those objects to the pluggable formatter 

10 portion 136 for serialization and encoding into the serial stream 138 in an externalized 
format. The serialization decision loop 134 can be implemented into a variety of 
pluggable formatters with different externalized formats. The serialization decision loop 
134 also determines if an object referenced within the object graph 130 was previously 
retrieved, and assigns objects an object ID via an object ID generator 120 if that object 

1 5 has not been previously retrieved. The serialization decision loop 1 34 or the object ID 

generator 1 20 maintains an object list for tracking previously retrieved objects. 

Once it is determined if the object was or was not previously retrieved and the 
object ID is assigned to that object, the serialization decision loop 134 determines if the 
object has a surrogate selector 122. Objects do not have to be marked as serializable to 

20 have a surrogate. Therefore, serialization information can be defined for classes that 

already existed prior to the present invention. If there is a surrogate selector 1 22 for that 
particular formatter, the serialization decision loop 134 then asks the surrogate selector 
122 if it wishes to handle serialization of objects of this type. If so, the surrogate selector 
122 provides the selected surrogate 1 10 for defining what serialization information will 

25 be provided to the formatter 132. If there is no surrogate, the serialization decision loop 

134 determines if the object is serializable {e.g., marked with serializable attributes). If 
the object is not serializable, the serialization decision loop 134 returns a failure through 
the formatter interface component 115. If the object is serializable, the serialization 
decision loop 134 proceeds. If the object implements the serializable interface 1 16, a 

30 method is employed and serialization information is provided to the formatter 1 32 

defined by the class author within the object. If there is no surrogate 1 10 and the object 
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does not implement the serializable interface 116, default serialization is provided 
through the formatter services component 124 which provides the serialization 
information to the formatter 132. 

An object can be changed into a remote object by implementing a marshal by 
5 reference (MarshalByRef) interface 1 14 into the class. In remoting scenarios, a single 
surrogate dictates the data that is transmitted for every object which extends the 
MarshalByRef interface 1 14. An object can also include an object that implements an 
object reference interface 1 12, so that serialization information can be provided on the 
object reference type instead of the object type itself. For example, an object employing 

10 the serializable interface 1 16 can change its type to an object reference type. The object 
reference type can then reside in another class that provides serialization information for 
the object reference type. The object reference type then contains information on the 
object and how to retrieve the actual object when it is safe to do so. 

In standard serialization, an empty object is created at deserialization and 

1 5 populated with data from the stream. However, there are some cases when a new 

instance of the object cannot be instantiated. For example, some types are guaranteed to 
only have one instance per process. The object reference interface 112 allows the class 
author to transmit another type containing information about the object to be 
reinstantiated. Instead of transmitting the information contained in an object type, a 

20 different object which implements the object reference interface is transmitted or 

serialization information about the object reference type is transmitted. After the object 
reference has been deserialized, the serialization architecture will call to get the real 
object and add the real object to the graph. 

A callback interface 1 13 is provided to allow class authors to define fixups that 

25 can be provided to objects after the graph is complete. This interface is implemented by 

objects which need to take some action, such as performing additional fixups, that cannot 
be taken until the entire graph has been deserialized. This is useful for types which wish 
to run some code which requires access to child objects. An example of this is a 
hashtable which needs to compute all of the hashcodes on its objects. Since calling 

30 GetHashCode on an object can cause that object to execute code which touches one of its 

children and the nature of serialization is such that the children cannot be guaranteed to 
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be present until the entire graph is deserialized, calling this at runtime could cause the 
object to throw an exception. The process is saved until the end of serialization when all 
objects are present and the hashtable is given a chance to go back and fix itself. 

Fig. 5 illustrates a system 150 employing a deserialization architecture 152 for 
5 deserializing a serial stream into a graph of objects. The deserialization architecture 152 
is comprised of a plurality of components that could be interfaces, classes, methods, 
services or functions that are called, inherited or invoked by a formatter 1 84. The 
deserialization architecture 152 includes a plurality of interfaces 158 that are checked 
during the deserialization process. The deserialization architecture 1 52 also includes a 

1 0 plurality of services 1 66 employed by the formatter 1 84 in the deserialization process. 

The deserialization architecture 152 also includes a plurality of surrogates 154 that allow 
the formatter 1 84 to know how an object type is serialized so that the object type can be 
deserialized. The plurality of interfaces 158 include an object reference interface 159, a 
callback interface 160, a MarshalByRef interface 161, a formatter interface 162, a 

15 serializable interface 163 and a serialization surrogate interface 164. The presence of the 

interfaces is verified during the deserialization process. 

The formatter 184 includes a deserialization decision loop 186 and a pluggable 
formatter portion 188. The pluggable formatter portion 188 receives a serial stream 182 
in an encoded/serialized format in which the pluggable formatter portion 1 88 working in 

20 conjunction with the serialization architecture 152 is designed to convert into object form 

{e.g., decode, deserialize). A formatter services component 176 reads information from 
the formatter 1 84 that has received an object of a particular type. The formatter services 
component 176 can be integrated into the formatter 184 or provided as a service separate 
from the formatter 1 84. Given the object type, the formatter services component 176 

25 checks with a serialization binder component 172 as to what is the correct object type to 

employ in deserialization. The serialization binder component 172 allows a user or 
developer to override the object type to be loaded for deserialization. When serializing 
objects, the formatter services component 176 or the formatter 184 is responsible for 
writing the type information for each object. 

30 In the standard case, the formatter services component 176 will instantiate an 

object of exactly that type at deserialization and populate that with the data. However, in 
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some cases users want to repopulate an object of a different type. The serialization 
binder component 172 is responsible for returning a type object to the formatter 184 if the 
serialization binder component 172 wishes to change the object into which the data is 
deserialized. If the serialization binder component 172 returns null, the type specified on 
5 the stream is instantiated for deserialization. 

Once the type is determined, the formatter services component 176 creates an 
uninitialized instance of that type. No constructor is ever called on this object, except for 
objects implementing a serializable interface 162. The object is registered with an object 
manager component 174 along with its object ID. The deserialization decision loop 186 

10 then checks if this type has a surrogate selector 168 to determine if the surrogate selector 
168 wishes to control the deserialization of objects of that type. If the surrogate selector 
168 does exist and does wish to control deserialization, serialization information of the 
object is read from the serialization stream 182 and the surrogate 156 is called. The 
surrogate implements a serialization surrogate interface 164. If the type implements a 

15 serializable interface 164, the serialization information of the object is read from the 

serialization stream 182 and the methods of the serializable interface 162 is called within 
the object. Otherwise, the serialization information of the object is read from the 
serialization stream 182 and the default serialization is employed. 

The object manager 174 tracks the objects as they are deserialized. The formatter 

20 1 84 looks at the object and determines if the object has a forward reference to some 

object later in the stream. The object manager 174 tracks these forward references. The 
formatter services component 176 or the formatter 184 registers the serialization 
information, the object and any fixups with the object manager 174. The formatter 184 
then populates the uninitialized object with any data that is available. The object 

25 manager 174 performs fixups during the deserialization process. The object manager 174 

will also handle any remoting procedures (e.g., extracting the real object for any object 
that transmitted a reference object type, proxies). If the object is a reference object type, 
the object manager will call a get real object (GetRealObj) component 170 after the 
object has been deserialized. The real object will be returned and added to the graph. If 

30 the object is an object reference to a MarshalByRef object, the formatter services 

component 176 can provide a proxy reference for communicating to the MarshalByRef 
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object through the marshal reference. The object manager 174 also tracks objects which 
implement the callback interface 1 60 and calls them back after deserialization is finished, 
all available fixups have been performed, and all objects implementing an object 
reference have been resolved. This allows the object to do some fixups (e.g., hashtables) 
5 that are not possible when the graph 1 90 is only partially deserialized. 

In view of the foregoing structural and functional features described above, a 
methodology in accordance with various aspects of the present invention will be better 
appreciated with reference to Figs. 6-9. While, for purposes of simplicity of 
explanation, the methodology of Figs. 6-9 is shown and described as executing serially, 

10 it is to be understood and appreciated that the present invention is not limited by the 

illustrated order, as some aspects could, in accordance with the present invention, occur 
in different orders and/or concurrently with other aspects from that shown and described 
herein. Moreover, not all illustrated features may be required to implement a 
methodology in accordance with an aspect the present invention. It is further to be 

1 5 appreciated that the following methodology may be implemented as computer- 

executable instructions, such as software stored in a computer-readable medium. 
Alternatively, the methodology may be implemented as hardware or a combination of 
hardware and software. 

Fig. 6 illustrates one particular methodology for serialization of a graph of objects 

20 into a serialization stream in accordance with one aspect of the present invention. The 

methodology begins at 200 where serialization is invoked to serialize a graph of objects. 
At 210, an object is retrieved from an object graph. At 220, the method determines if the 
object has been seen before. If the object has been seen before (YES), the method 
proceeds to 230. If the method has not been seen before (NO), the method advances to 

25 225 where the object is assigned an object ID. At 230, the methodology determines the 

serialization rules for the object based on the object's type from a plurality of serialization 
rules. For example, the serialization rules can be defined in the object by implementing a 
serializable interface and defining the serialization information that will be provided. 
Alternatively, a surrogate or third party object can be provided that defines the 

30 serialization information that will be provided for objects of a given type. Finally, a 

default serialization may be employed if the object is marked with serializable attributes 
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but does not have a surrogate or implement a serializable interface. The serialization 
rules may restrict object information from being serialized, specify a different object type 
to be serialized or specify that the object is a remote object type and provide serialization 
information accordingly. 
5 At 240, the object is pushed to a data structure based on the defined serialization 

rules. At 250, the methodology determines if the object is the last object of the graph. If 
the object is not the last object of the graph (NO), the methodology returns to 210 to get 
the next object of the graph. If the object is the last object of the graph (YES), the 
methodology proceeds to step 260. At 260, the graph is serialized to an externalized 
1 0 format defined by the pluggable formatter. The serialization routine then is completed at 
270. 

Fig. 7 illustrates another particular methodology for serialization of a graph of 
objects into a serialization stream in accordance with one aspect of the present invention. 
The methodology begins at 300 where serialization is invoked to serialize a graph of 

15 objects. At 3 10, an object is retrieved from an object graph. At 320, the method 

determines if the object has been seen before. If the object has been seen before (YES), 
the method proceeds to 330. If the object has not been seen before (NO), the method 
advances to 325 where the object is assigned an object ID. At 330, the methodology 
determines the serialization rules for that object from a plurality of serialization rules. 

20 For example, the method can determine if a surrogate selector is available for objects if 
this type and a surrogate provided that handles the serialization information. 
Alternatively, the object may implement the serializable interface and define its own 
serialization rules. Finally, a default serialization may be employed if the object is 
marked with serializable attributes but does not have a surrogate or implement a 

25 serializable interface. Furthermore, the serialization rule may restrict object information 

from being serialized, specify a different object type to be serialized or specify that the 
object is a remote object type. 

At 340, the object is pushed to a formatter based on the defined serialization rules. 
At 350, the graph is serialized to an externalized format defined by the formatter. At 360, 

30 the methodology determines if the object is the last object of the graph. If the object is 
not the last object of the graph (NO), the methodology returns to 3 1 0 to get the next 
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object of the graph. If the object is the last object of the graph (YES), the methodology 
proceeds to step 370. The serialization routine then is completed at 370. 

Fig. 8 illustrates one particular methodology for determining serialization rules 
for an object in accordance with one aspect of the present invention. The methodology 
5 begins at 400 where rule determination begins. At 410, the type of object is determined. 
Based on the object type, a determination is made on whether or not the object has a 
surrogate at 420. If the object has a surrogate (YES), the methodology proceeds to 425. 
At 425, the surrogate and the serialization rules from the surrogate are retrieved. The rule 
determination then ends at 460. If an object has a surrogate it does not need to be marked 

10 as serializable. If the object does not have a surrogate (NO), the methodology proceeds 
to 430. At 430, the methodology determines if the object is serializable. If the object is 
not serializable (NO), the method proceeds to 435 to return an error. The rule 
determination then ends at 460. If the object is serializable (YES), the methodology 
advances to 440. At 440, a determination is made of whether serialization rules are 

15 defined in the object. If the serialization rules are defined in the object (YES), the 
method proceeds to 445 to retrieve the serialization rules from the object. If the 
serialization rules are not defined in the object (NO), the method proceeds to 450 to 
retrieve the default serialization rules. The rule determination then ends at 460. 

Fig. 9 illustrates one particular methodology for deserialization of a serialization 

20 stream into a graph of objects in accordance with one aspect of the present invention. 

The methodology begins at 500 where deserialization is invoked to deserialize a 
serialization stream into a graph of objects. The serialization stream is a linear collection 
of objects. At 510, an object is retrieved from a serialization stream and registered with 
an object manager or the like. At 520, the methodology determines what object type is to 

25 be populated with object information. For example, the object type can be the same type 

as the type off the serialization stream or another type defined by the user, for example, 
by employing a serialization binder service. At 530, an uninitialized instance of the 
selected object type is provided for deserialization. 

At 540, the methodology determines if the object has any objects it references that 

30 have not been seen previously. If the object does not have any objects that it references 

that have not been seen previously, the method proceeds to 550. If the object does have 
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objects that it references that have not been seen previously, the method advances to 545 
where the object registers fixups with the object manager corresponding to any objects it 
references that are not currently available. The object manager can perform fixups to the 
object graph in parallel with object being registered once the objects that are referenced 
5 become available. However, fixups on object reference types (e.g., object implementing 

the object reference interface) cannot be performed until the real object is retrieved. The 
methodology then proceeds to 550. At 550, the methodology determines the serialization 
rules for that object from a plurality of serialization rules. 

For example, a surrogate can be associated with an object type and provided to 

1 0 the formatter via a surrogate selector. The surrogate can include customized rules 

defined by a user. Alternatively, customized rules can be defined in the object by the 
user through implementation of a serializable interface. Additionally, a set of default 
serialization rules can be associated with objects of a given type. At 560, the 
methodology populates an uninitialized instance of the object type with the object data 

1 5 from the stream. At 570, the methodology determines if the object is the last object of 

the graph. If the object is not the last object of the graph (NO), the methodology returns 
to 5 10 to get the next object of the graph. If the object is the last object of the graph 
(YES), the methodology proceeds to step 580. At 580, the methodology retrieves all real 
objects for any objects that have serialized objects of an object reference type (e.g., 

20 implementing the object reference interface). At 590, all callback fixups are performed 
on objects in the graph. The callback fixups referred to fixups that cannot be performed 
on the objects until the deserialization of the graph is complete (e.g., hashtables). The 
deserialization routine then is completed at 600. 

In order to provide additional context for various aspects of the present invention, 

25 Fig. 10 and the following discussion are intended to provide a brief, general description 

of one possible suitable computing environment 610 in which the various aspects of the 
present invention may be implemented. It is to be appreciated that the computing 
environment 610 is but one possible computing environment and is not intended to limit 
the computing environments with which the present invention can be employed. While 

30 the invention has been described above in the general context of computer-executable 
instructions that may run on one or more computers, it is to be recognized that the 
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invention also maybe implemented in combination with other program modules and/or 
as a combination of hardware and software. 

Generally, program modules include routines, programs, components, data 
structures, etc. that perform particular tasks or implement particular abstract data types. 
5 Moreover, one will appreciate that the inventive methods may be practiced with other 

computer system configurations, including single-processor or multiprocessor computer 
systems, minicomputers, mainframe computers, as well as personal computers, hand-held 
computing devices, microprocessor-based or programmable consumer electronics, and 
the like, each of which may be operatively coupled to one or more associated devices. 
1 0 The illustrated aspects of the invention may also be practiced in distributed computing 
environments where certain tasks are performed by remote processing devices that are 
linked through a communications network. In a distributed computing environment, 
0 program modules may be located in both local and remote memory storage devices, 

g Fig. 10 illustrates one possible hardware configuration to support the systems and 

U 1 5 methods described herein. It is to be appreciated that although a standalone architecture 

j is illustrated, that any suitable computing environment can be employed in accordance 

with the present invention. For example, computing architectures including, but not 
□ limited to, stand alone, multiprocessor, distributed, client/server, minicomputer, 

y mainframe, supercomputer, digital and analog can be employed in accordance with the 

J 20 present invention. 

^ With reference to Fig. 1 0, the exemplary environment 6 1 0 for implementing 

various aspects of the invention includes a computer 612, including a processing unit 
614, a system memory 616, and a system bus 61 8 that couples various system 
components including the system memory to the processing unit 614. The processing 

25 unit 614 may be any of various commercially available processors. Dual 

microprocessors and other multi-processor architectures also can be used as the 
processing unit 614. 

The system bus 61 8 may be any of several types of bus structure including a 
memory bus or memory controller, a peripheral bus, and a local bus using any of a 

30 variety of commercially available bus architectures. The computer memory 6 1 6 includes 
read only memory (ROM) 620 and random access memory (RAM) 622. A basic 
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input/output system (BIOS), containing the basic routines that help to transfer 
information between elements within the computer 612, such as during start-up, is stored 
in ROM 620. 

The computer 612 may further include a hard disk drive 624, a magnetic disk 
5 drive 626, e.g., to read from or write to a removable disk 628, and an optical disk drive 

630, e.g., for reading a CD-ROM disk 632 or to read from or write to other optical media. 
The hard disk drive 624, magnetic disk drive 626, and optical disk drive 630 are 
connected to the system bus 61 8 by a hard disk drive interface 634, a magnetic disk drive 
interface 636, and an optical drive interface 638, respectively. The computer 612 

10 typically includes at least some form of computer readable media. Computer readable 
media can be any available media that can be accessed by the computer 612. By way of 
example, and not limitation, computer readable media may comprise computer storage 
media and communication media. Computer storage media includes volatile and 
nonvolatile, removable and non-removable media implemented in any method or 

1 5 technology for storage of information such as computer readable instructions, data 

structures, program modules or other data. Computer storage media includes, but is not 
limited to, RAM, ROM, EEPROM, flash memory or other memory technology, CD- 
ROM, digital versatile disks (DVD) or other magnetic storage devices, or any other 
medium which can be used to store the desired information and which can be accessed by 

20 the computer 612. 

Communication media typically embodies computer readable instructions, data 
structures, program modules or other data in a modulated data signal such as a carrier 
wave or other transport mechanism and includes any information delivery media. The 
term "modulated data signal" means a signal that has one or more of its characteristics set 

25 or changed in such a manner as to encode information in the signal. By way of example, 

and not limitation, communication media includes wired media such as a wired network 
or direct-wired connection, and wireless media such as acoustic, RF, infrared and other 
wireless media. Combinations of any of the above should also be included within the 
scope of computer readable media. 

30 A number of program modules may be stored in the drives and RAM 622, 

including an operating system 640, one or more application programs 642, other program 
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modules 644, and program non-inteirupt data 646. The operating system 640 in the 
computer 612 can be any of a number of commercially available operating systems. 

A user may enter commands and information into the computer 612 through a 
keyboard 648 and a pointing device, such as a mouse 650. Other input devices (not 
5 shown) may include a microphone, an IR remote control, a joystick, a game pad, a 

satellite dish, a scanner, or the like. These and other input devices are often connected to 
the processing unit 614 through a serial port interface 652 that is coupled to the system 
bus 618, but maybe connected by other interfaces, such as a parallel port, a game port, a 
universal serial bus ("USB"), an IR interface, etc. A monitor 654, or other type of 

10 display device, is also connected to the system bus 61 8 via an interface, such as a video 
adapter 656. In addition to the monitor, a computer typically includes other peripheral 
output devices (not shown), such as speakers, printers etc. 

The computer 6 1 2 may operate in a networked environment using logical and/or 
physical connections to one or more remote computers, such as a remote computers) 

1 5 658. The remote computer(s) 658 may be a workstation, a server computer, a router, a 
personal computer, microprocessor based entertainment appliance, a peer device or other 
common network node, and typically includes many or all of the elements described 
relative to the computer 612, although, for purposes of brevity, only a memory storage 
device 660 is illustrated. The logical connections depicted include a local area network 

20 (LAN) 662 and a wide area network (WAN) 664. Such networking environments are 

commonplace in offices, enterprise-wide computer networks, intranets and the Internet. 

When used in a LAN networking environment, the computer 612 is connected to 
the local network 662 through a network interface or adapter 666. When used in a WAN 
networking environment, the computer 612 typically includes a modem 668, or is 

25 connected to a communications server on the LAN, or has other means for establishing 
communications over the WAN 664, such as the Internet. The modem 668, which may 
be internal or external, is connected to the system bus 61 8 via the serial port interface 
652. In a networked environment, program modules depicted relative to the computer 
612, or portions thereof, may be stored in the remote memory storage device 660. It will 

30 be appreciated that the network connections shown are exemplary and other means of 

establishing a communications link between the computers may be used. 
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Fig. 1 1 is a schematic block diagram of a sample computing environment 700 
with which the present invention may interact. The system 700 includes one or more 
clients 710. The clients 710 may be hardware and/or software (e.g., threads, processes, 
computing devices). The system 700 also includes one or more servers 730. The servers 
5 730 may also be hardware and/or software (e.g., threads, processes, computing devices). 
The clients 7 1 0 may house one or more proxies that can be employed, in a distributed 
object environment, to image server objects housed on the servers 730. 

The system 700 includes a communication framework 750 that can be employed 
to facilitate communications between the clients 710 and the servers 730. The clients 710 

1 0 are operably connected to one or more client data stores 7 1 5 that can be employed to 

store information local to the clients 710 (e.g., pluggable formatters, serialization 
architecture). Similarly, the servers 730 are operably connected to one or more server 
data stores 740 that can be employed to store information local to the servers 730 (e.g., 
pluggable formatters, serialization architecture). 

1 5 What has been described above includes examples of the present invention. It is, 

of course, not possible to describe every conceivable combination of components or 
methodologies for purposes of describing the present invention, but one of ordinary skill 
in the art may recognize that many further combinations and permutations of the present 
invention are possible. Accordingly, the present invention is intended to embrace all 

20 such alterations, modifications and variations that fall within the spirit and scope of the 

appended claims. 
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